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NGHI PINH MOI VE BAO
VE DU LIEU CA NHAN

DOANH NGHIEP CAN LUU Y VAN DE PHAP
LY GI KHI XU LY DU LIEU CUA NGUOI LAO
DONG?

NEW DECREE REGARDING PERSONAL DATA PROTECTION - WHAT IS THE LE-

GAL ISSUES THAT THE ENTERPRISES SHOULD PAY ATTENTION TO WHEN PRO-
CESSING EMPLOYEE DATA?

Ea LABOUR ALERT

ao ngay 17 thing 04 nim

2023, Chinh phti ban hanh

Nghi dinh s6 13/2023/ND-

CP quy dinh vé viéc bao vé

dii liéu cd nhan (“Nghi dinh
13”). Nghi dinh 13 sé c6 hiéu luc ké tu
ngay 01 thang 07 nam 2023. Sau day la mot
s6 quy dinh dang luu y ctia Nghi dinh 13:
On 17 April 2023, the Government issued
Decree No. 13/2023/ND-CP regulating
the personal data protection (“Decree
13”). Decree 13 will come into effect from
1 July 2023. Some notable provisions of
Decree 13 are as follows:

1. Dii liéu c4 nhén co ban bao gém: ho, chii
dém va tén khai sinh, tén goi khac (néu
cd); ngay, thang, ndm sinh; ngay, thang,
nam chét hodc mét tich; gidi tinh; noi sinh,
noi dang ky khai sinh, noi thudng trd, noi
tam tru, noi & hién tai, qué quan, dia chi
lién hé; qudc tich; hinh anh cua ca nhén;
s6 dién thoai, s6 chling minh nhén dan,
s6 dinh danh ca nhén, s6 ho chiéu, s6 gify
phép 14i xe, s6 bién s6 xe, s6 ma s thué
cad nhan, sd bdo hiém xa hoi, s6 thé bao
hiém y té; tinh trang hon nhén; théng tin
vé méi quan hé gia dinh (cha me, con ci);
thong tin vé tai khoan s6 ctia cd nhan; da
liéu ca nhin phan anh hoat dong, lich su
hoat dong trén khéng gian mang; va cac
thong tin khac gan lién v6i mét con ngudi
cu thé hodc gitp xac dinh mot con ngudi
cu thé khong phai 1a dit liéu cd nhan nhay
cam theo quy dinh cta phap luat"

Basic personal data includes: surname,
middle name and birth name, other
names (if any); date, month, year of
birth; date, month, year of death or
disappearance; gender; place of birth,
place of birth registration, permanent
residence, temporary residence,
current residence, hometown, contact
address; nationality; personal image;
phone number, identity card number,
personal identification number, passport
number, driving license number, license
plate number, personal tax identification
number, social insurance number, health
insurance card number; marital status;
information about family relationships
(parents, children); information about an
individual’s digital account; personal data
reflecting activities or history of activities
in cyberspace; and other information
attached to a specific person or helping
to identity a particular person that is not
sensitive personal data as defined by law*

Hoat dong thu thap, ghi, phan tich, xac
nhén, luu trd, chinh stia, cong khai, két
hgp, truy cap, truy xuét, thu hoi, ma héa,
gidi ma, sao chép, chia sé, truyén dua, cung
cdp, chuyén giao, x6a, huy dit liéu ca nhan
hodc cac hanh dong khac c6 lién quan thu
thap thong tin, liu tri, chia sé, chinh stia
dii liéu c4 nhin cua tGng vién, lao dong
trong qua trinh tuyén dung, quan ly nhan
su dugc xem la xti ly dii liéu ca nhén va cin
6 su dong y cua chu thé di liéu*

The collection, recording, analysis,
confirmation, storage, editing, publicity,
combination, access, retrieval, withdrawal,
encryption, decryption, copying, sharing,
transmission, provision, transfer, deletion,
destruction of personal data or other
actions related to information collection,
storage, sharing and editing personal
data of candidates, employees in the
recruitment process, human resource
management is considered as processing
personal data and requires the consent of
the data subject*

Su ddng ¥ ctia chti thé dii liéu phai dugc thé
hién rd rang, cu thé bang van ban, giong
ndi, danh dau vao 6 doéng ¥, cu phap dong
y qua tin nhan, chon céc thiét 1ap ky thuat
dong y hodc qua moét hanh dong khac thé
hién dugc diéu nay. Sy dong y ctia cht thé
dii liéu phai thé hién & mot dinh dang c6
thé dugc in, sao chép bing vin ban, bao
gom ca dudi dang dién t hoac dinh dang
kiém ching dugc.’ Bén canh do, sy im
ling hodc khéng phan héi ctia chu thé di
liéu khong dugc coi 1a sy dong y*

The data subject’s consent must be clear-
ly expressed in writing, voice, checking
into the consent box, syntax for consent
via message, selecting consent technical
settings or through another action that
demonstrates this. The data subject’s con-
sent must be expressed in a format that
can be printed, reproduced in writing, in-
cluding in electronic form or a verifiable
format.” Besides, the silence or non-re-
sponse of the data subject is not consid-
ered as consent®

Doanh nghiép c6 thé xem xét xay dung
thoa thudn xt ly di liéu cd nhan riéng
biét hodc thém diéu khoan xt ly dii liéu ca
nhan vao hgp donglao dong hodc phu luc
lao dong dé giao két véi ngudi lao dong.
Su dong ¥ ctia ngudi lao dong la cha thé
dit liéu chi c6 hiéu lyc khi cha thé di liéu
tu nguyén va biét rd cic ndi dung sau: loai
dii liéu cé nhan dugc xt ly; muc dich xt
ly dii liéu cd nhan; t6 chic, ca nhan dugc
xU ly dit liéu ca nhén; va cac quyén, nghia
vu ctia cht thé di liéu.

The enterprises may consider developing

a separate personal data processing agree-
ment or adding personal data processing
clauses into the labour contracts or the
annex to the labour contracts to enter into
with the employees. The consent of the
employees as the data subject is valid only
if the data subject voluntarily and is aware
of the following: the type of personal data
processed; the purpose of processing per-
sonal data; organisations and individuals
entitled to process personal data; and the
rights and obligations of data subjects.

2. Viéc mua, ban dit liéu cd nhan bi cdm
dudi moi hinh thic va c6 thé bi xu ly ky
luat, xtt phat vi pham hanh chinh, xt ly
hinh sy theo quy dinh ctia phép luat.’
Purchasing and selling personal data is
prohibited in all forms and may be result-
ed in labour disciplinary actions, admin-
istrative sanctions, or criminal prosecu-
tion under the law'*-

Doanh nghiép nén xay dung hodc cép
nhat néi quy lao dong hodc thoéa thuan
khong tiét 16 vé cac quy dinh cim mua,

ban va chia sé thong tin di liéu ca nhan
dé lam cén ct xt ly ky luat lao dong va
bdi thuong thiét hai (néu co) trong trudng
hgp c6 sai pham.

The enterprises should promulgate and
update the internal labour regulations or
the non-disclosure agreements on pro-
hibiting the purchase, sale and sharing of
personal data information as a basis for
handling labour discipline and compen-
sation for damages (if any) in case of vi-
olations.

3. Trong trudng hgp chuyén di liéu ca
nhan cta céng dan Viét Nam ra nudc
ngoai, Bén Kiém sodt di liéu cd nhén,
Bén Kiém soat va xtt ly dit liéu cé nhén,
Bén Xt ly dit liéu ca nhan, Bén thd ba
phai lap H6 so danh gia tic dong chuyén
dii liéu cd nhén ra nudc ngoai '

In case of transferring personal data of
Vietnamese citizens abroad, the Personal
Data Controller, Personal Data Controller
and Processor, Personal Data Processor,
and Third Party must prepare an Impact
Assessment Dossiers on the transfer of
personal data abroad'*

Ho so danh gia tac dong chuyén di liéu
c4 nhan ra nudc ngoai phai ludn c6 san dé
phuc vu hoat dong kiém tra ctia B Cong
an.

The Impact Assessment Dossiers on the
transfer of personal data abroad must
always be available for inspection of the
Ministry of Public Security.
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